PROFILING THE FRAUDSTER

REMOVING THE MASK TO PREVENT AND
DETECT FRAUD
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FIGURE 6.1 Position of Fraud Perpetrator. Source: ACFE, Report to the
Nations, 2012.
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Attitude/Rationalization

FIGURE 6.2 Cressey's Fraud Triangle. Source: D. Cressey, Other People’s
Money, 1953.
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FIGURE 6.3 Fraud Risk Model. Source: Simon Padgett, fraud and corruption
training.

13



Traditional Risk Assessment Criteria
+ Likelihood = Inherent Risk Rating

Fraud Risk Assessment Criteria
Impact and ) Attitude / [l Fraud Risk
Likelihood [ gl Opporunity el ooy Bl Rating

FIGURE 6.4 The Fraud Risk Assessment. Source: Simon Padgett, fraud and cor-
ruption training.
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FIGURE 6.5 The Fraud Diamond. Source: D. Wolfe and D. Hermanson, “The
Fraud Diamond: Considering the Four Elements of Fraud,” CPA Journal, 2004.
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Global Patterns of Fraud,” 2011.
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FIGURE 9.1 Actions Taken on Identified Red Flags. Source: KPMG, “Analysis
of Global Patterns of Fraud,” 2011.
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FIGURE 10.1 The Motivation Model. Source: Simon Padgett, fraud and corrup-
tion training.
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FIGURE 11.11 Education of Perpetrator—Frequency. Source: ACFE, Report to
the Nations, 2012.

30



$550,000
Postgraduate Degree

College Degree

.
2
©
=
[}
2
S $200,000
-
° $196,000
° Some College 00
o $125,000
-
c
2 $100,000
‘® High School Graduate or Less $100,000
S $75,000
o
w
Other* | W 2008 2010 M2012 |
\
$0 $200,000 $400,000 $600,000

Median Loss
**Other” category was not included in the prior years’ reports.
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FIGURE 12.2 Position of Perpetrator—Median Loss. Source: ACFE, Report to
the Nations, 2012.
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FIGURE 12.3 Duration of Fraud Based on Position. Source: ACFE, Report to
the Nations, 2012.
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Global Patterns of Fraud,” 2011.
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FIGURE 12.5 Department of Perpetrator—Frequency. Source: ACFE, Report

to the Nations, 2012.
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Department Number of Cases | Percentage | Median Loss

Executive/Upper Management 159 11.9% $500,000
Finance 49 3.7% $250,000
Board of Directors 19 1.4% $220,000
Purchasing 76 5.7% $200,000
Accounting 293 22.0% $183,000
Legal 8 0.6% $180,000
Marketing/Public Relations 14 1.1% $165,000
Manufacturing and Production 25 1.9% $160,000
Human Resources 16 1.2% $121,000
Research and Development 9 0.7% $100,000
Information Technology 27 2.0% $100,000
Other 79 5.9% $100,000
Operations 232 17.4% $100,000
Sales 170 12.8% $90,000
Warehousing/Inventory 56 4.2% $67,000
Internal Audit 8 0.6% $32,000
Customer Service 92 6.9% $30,000

FIGURE 12.6 Department of Perpetrator—Median Loss. Source: ACFE, Report

to the Nations, 2012.
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FIGURE 12.7 Department within the Organization. Source: KPMG, “Analysis of
Global Patterns of Fraud,” 2011.
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FIGURE 13.1 Number of Perpetrators—Frequency. Source: ACFE, Report to the
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FIGURE 13.3 Fraud with Collusion. Source: KPMG, “Analysis of Global Patterns
of Fraud,” 2011.
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Median Loss (in US Dollars)

Region* Number of Cases | Percent of Cases

United States 778 57.2% $120,000
Asia 204 15.0% $195,000
Europe 134 9.9% $250,000
Africa 112 8.2% $134,000
Canada 58 4.3% $87,000
Latin America and the Caribbean 38 2.8% $325,000
Oceania 35 2.6% $300,000

*See Appendix for a list of countries included in each multicountry region.

FIGURE 14.1 Geographic Location of Victim Organizations. Source: ACFE,

Report to the Nations, 2012.
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Number of Percent of All

Corruption Cases | Cases in Region Median Loss
Asia 104 51.0% $250,000
Latin America and the Caribbean 18 47.4% $300,000
Europe 59 44.0% $250,000
Oceania 14 40.0% $300,000
Africa 44 39.3% $350,000
Canada 17 29.3% $200,000
United States 195 251% $239,000

FIGURE 14.2 Corruption Cases by Region. Source: ACFE, Report to the
Nations, 2012.
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FIGURE 14.3 Type of Victim Organization—Frequency. Source: ACFE, Report
to the Nations, 2012.
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FIGURE 14.4 Type of Victim Organization—Median Loss. Source: ACFE, Report
to the Nations, 2012.
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FIGURE 14.5 Size of Victim Organization—Frequency. Source: ACFE, Report
to the Nations, 2012.
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FIGURE 14.6 Size of Victim Organization—Median Loss. Source: ACFE, Report
to the Nations, 2012.
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FIGURE 14.7 Scheme Type by Size of Victim Organization. Source: ACFE,
Report to the Nations, 2012.
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FIGURE 14.8 Industry of Victim Organizations. Source: ACFE, Report to the
Nations, 2012.
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Industry Number of Cases | Percent of Cases| Median Loss
Mining 9 0.7% $500,000
Real Estate 28 2.0% $375,000
Construction 47 3.4% $300,000
Oil and Gas 44 3.2% $250,000
Banking and Financial Services 229 16.7% $232,000
Manufacturing 139 10.1% $200,000
Health Care 92 6.7% $200,000
Transportation and Warehousing 36 2.6% $180,000
Services (Other) 48 3.5% $150,000
Communications and Publishing 0.7% $150,000
Other 7 0.5% $150,000
Telecommunications 43 3.1% $135,000
Services (Professional) 55 4.0% $115,000
Agriculture, Forestry, Fishing, and Hunting 20 1.5% $104,000
Government and Public Administration 141 10.3% $100,000
Retail 83 6.1% $100,000
Technology 38 2.8% $100,000
Insurance 78 5.7% $95,000
Religious, Charitable, or Social Services 54 3.9% $85,000
Arts, Entertainment, and Recreation 32 2.3% $71,000
Wholesale Trade 27 2.0% $50,000
Utilities 24 1.8% $38,000
Education 88 6.4% $36,000
FIGURE 14.9 Industry of Victim Organizations—Median Loss. Source: ACFE,

Report to the Nations, 2012.
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Total Number| Number of Percent of Cases
Industry

of Cases Corruption Cases | Involving Corruption
Mining 9 7 77.8%
Utilities 24 14 58.3%
Oil and Gas 44 22 50.0%
Technology 38 18 47.4%
Real Estate 28 12 42.9%
Agriculture, Forestry, Fishing, and Hunting 20 8 40.0%
Wholesale Trade 27 10 37.0%
Banking and Financial Services 229 83 36.2%
Transportation and Warehousing 36 13 36.1%
Government and Public Administration 141 50 35.5%
Construction 47 16 34.0%
Manufacturing 139 47 33.8%
Services (Other) 48 16 33.3%
Health Care 92 28 30.4%
Telecommunications 43 13 30.2%
Services (Professional) 55 15 27.3%
Insurance 78 21 26.9%
Arts, Entertainment, and Recreation 32 8 25.0%
Education 88 21 23.9%
Retail 83 19 22.9%
Religious, Charitable, or Social Services 54 12 22.2%
Communications and Publishing 9 1 11.1%

FIGURE 14.10 Corruption Cases by Industry. Source: ACFE, Report to the
Nations, 2012.
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FIGURE 14.11 Profile of Victims by Knowledge. Source: Simon Padgett, fraud
and corruption training.
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FIGURE 15.1 Cases Referred to Law Enforcement. Source: ACFE, Report to the
Nations, 2012.
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FIGURE 15.2 Results of Cases Referred to Law Enforcement.

Report to the Nations, 2012.
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FIGURE 15.3 Reasons Case Not Referred to Law Enforcement. Source: ACFE,
Report to the Nations, 2012.
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FIGURE 15.4 Cases Resulting in Civil Suits. Source: ACFE, Report to the
Nations, 2012.
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FIGURE 15.5 Results of Civil Suits. Source: ACFE, Report to the Nations, 2012.
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FIGURE 15.6 Recovery of Victim Organization’s Losses. Source: ACFE, Report
to the Nations, 2012.
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Management of Certification of F/S
Internal Audit/FE Department

External Audit of ICOFR

Antifraud Control

II

Fraud Training for Employees

Independent Audit Committee

Employee Support Programs

Fraud Training for Managers/Executives

80.9%

External Audit of F/S 80.1%

74.8%

Code of Conduct 78.0%

67.9%
68.5%

68.2%
68.4%

5.4%
67.5%

58.8%

Management Review 60.5%

58.4%
59.8%

54.6%
57.5%

51.2%

Hotline 54.0%

46.2%
47.4%

4.0%
46.8%

42.8%

A Policy 46.6%

Formal Fraud Risk Assessments* | NN 35.5%

32.3%
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FIGURE 18.1
Nations, 2012.

o
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Frequency of Antifraud Controls. Source: ACFE, Report to the
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External Audit of F/S
Code of Conduct

Internal Audit/FE Department

85.0%

L
—r
Y |
az7

External Audit of ICOFR 81.4%

Management Certification of F/S 80.8%

Independent Audit Committee

75.7%
,E_, Management Review 72.0%
c
[«]
o Employee Support Programs 69.8%
ES
Hotline
:g 69.5%
c Fraud Training for Employees I_'B'S% 9
g 59.4%
Fraud Training for Managers/
Executives 59.0%
E— o
Antifraud Policy 20.4% 58.3%

Formal Fraud Risk Assessments 46.5%

Surprise Audits 40.2%

Job Rotation/Mandatory Vacation
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FIGURE 18.2 Frequency of Antifraud Controls by Size of Victim Organization.
Source: ACFE, Report to the Nations, 2012.

Rewards for Whistleblowers
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Percent of Cases

Percent

Control Implemented Control in Place | Control Not in Place Reduction
Management Review 60.5% $100,000 $185,000 45.9%
Employee Support Programs 57.5% $100,000 $180,000 44.4%
Hotline 54.0% $100,000 $180,000 44.4%
Fraud Training for Managers/Executives 47.4% $100,000 $158,000 36.7%
External Audit of ICOFR 67.5% $120,000 $187,000 35.8%
Fraud Training for Employees 46.8% $100,000 $155,000 35.5%
Antifraud Policy 46.6% $100,000 $150,000 33.3%
Formal Fraud Risk Assessments 35.5% $100,000 $150,000 33.3%
Internal Audit/FE Department 68.4% $120,000 $180,000 33.3%
Job Rotation/Mandatory Vacation 16.7% $100,000 $150,000 33.3%
Surprise Audits 32.2% $100,000 $150,000 33.3%
Rewards for Whistleblowers 9.4% $100,000 $145,000 31.0%
Code of Conduct 78.0% $120,000 $164,000 26.8%
Independent Audit Committee 59.8% $125,000 $150,000 16.7%
Management Certification of F/S 68.5% $138,000 $164,000 15.9%
External Audit of F/S 80.1% $140,000 $145,000 3.4%
FIGURE 18.3 Median Loss Based on Presence of Antifraud Controls. Source:

ACFE, Report to the Nations, 2012.

61



Percent of Cases Percent

Control Impleme i Control in Place | Control Not in Place Reduction
Job Rotation/Mandatory Vacation 16.7% 9 months 24 months 62.5%
Rewards for Whistleblowers 9.4% 9 months 22 months 59.1%
Surprise Audits 32.2% 10 months 24 months 58.3%
Code of Conduct 78.0% 14 months 30 months 53.3%
Antifraud Policy 46.6% 12 months 24 months 50.0%
External Audit of ICOFR 67.5% 12 months 24 months 50.0%
Formal Fraud Risk Assessments 35.5% 12 months 24 months 50.0%
Fraud Training for Employees 46.8% 12 months 24 months 50.0%
Fraud Training for Managers/Execs 47.4% 12 months 24 months 50.0%
Hotline 54.0% 12 months 24 months 50.0%
Mgmt Certification of F/S 60.5% 12 months 24 months 50.0%
Independent Audit Committee 59.8% 13 months 24 months 45.8%
Internal Audit/FE Department 68.4% 13 months 24 months 45.8%
Management Review 68.5% 14 months 24 months 41.7%
Employee Support Programs 57.5% 16 months 21 months 23.8%
External Audit of F/S 80.1% 17 months 24 months 29.2%

FIGURE 18.4 Duration of Fraud Based on Antifraud Controls. Source: ACFE,
Report to the Nations, 2012.
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37.8%
Override of Existing Internal Controls _ 19.2%

194% | @ 2010 W 2012
Lack of Management Review

17/9%
Poor Tone at the Top -8-;:/-;/
1%

18.7%
Lack of Competent Personnel in

Oversight Roles 7.3%

Lack of Independent Checks/Audits m.,/f'e%

1.9%
2.5%

Other* IH 2.2%

Lack of Employee Fraud Education

Lack of Clear Lines of Authority . 1-3:?
f o

Most Important Contributing Factor

3%
0% 5% 10% 15% 20% 25% 30% 35% 40%
Percent of Cases

Lack of Reporting Mechanism r(?-ﬁ%

*“Other” category was not included in the 2010 report.
FIGURE 18.5 Primary Internal Control Weakness Observed by CFEs. Source:
ACFE, Report to the Nations, 2012.




Consolidate
information

Identify high
fraud
vulnerabilities

Identify high
fraud risks

Develop
Analyze and methodologies
assess to investigate

FIGURE 18.6 Staged Analysis Process. Source: Simon Padgett, fraud and cor-
ruption training.
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Monitor
. and detect
Use characteristics
to develop a fraud
° profile
Conduct
fraud risk
assessment

FIGURE 21.1 Process of Developing a Fraud Profile. Source: Simon Padgett,
fraud and corruption training.
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The risk event is expected to occur more than 10 times per
year.

The risk event is expected to occur less than 10 times per
year, up to once per year.

The risk event is expected to occur less than once per year,
up to once in 10 years.

The risk event is expected to occur less than once in 10
years, up to once in 50 years.

The risk event is expected to occur less than once in 50
years, up to once in 500 years.

The risk event is not expected to occur more than once in
500 years.

FIGURE 21.2 Probability (Likelihood) Scale. Source: Simon Padgett, fraud and
corruption training.
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FIGURE 21.3 Impact (Magnitude or Consequence) Scale. Source: Simon Padgett, fraud and corruption training.
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Remote Unlikely Likely ém‘:r“

Catastrophic

Major Medium Medium

Moderate Medium Medium

Incidental Medium Medium Medium

FIGURE 21.4 Risk Matrix or Heat Map. Source: Simon Padgett, fraud and cor-
ruption training.
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CAPABILITIES

Human
Human

Fluman Factor Factor Risk Fiuman
Factor Risk Risk Factor Risk Qutcomes

Leadership [l Policy and M: nagement Handling
Strategy rocesses

INNOVATION AND LEARNING

FIGURE 22.1 Human Factor Management Assessment Risk Framework. Source:
European Foundation for Quality Management, 1999.
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