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Attacks come mostly from outsiders
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Attacks still fail more often than they succeed

Source: Verizon, “2018 Data Breach Investigations Report”
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Personal information and payment information are the most 
commonly compromised targets

Source: Verizon, “2018 Data Breach Investigations Report”
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What hackers attack most often, and what they attack most 
successfully, aren’t always the same
Major sources of breaches are in bold and black; major sources of incidents  
are (■ ) bulleted.

Note: Professional, technical, and scientific services has four bulleted items because 
of a tie.
Source: Verizon, “2018 Data Breach Investigations Report”
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Average cost of cybercrime per company in selected 
countries (US$M)

Source: Accenture and Ponemon Institute, “2017 Cost of Cyber Crime Study: Insights 
on the Security Investments That Make a Difference”
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Average annualized cost of cybercrime by sector, 
worldwide (US$M)

Source: Accenture and Ponemon Institute, “2017 Cost of Cyber Crime Study: Insights 
on the Security Investments That Make a Difference”

054-80673_ch01_3P.indd   34 6/29/19   12:40 AM

11



0

10

20

30

40

50%

Containment Recovery Investigation Incident
management

Ex post
response

Detection

2015
20172016

F  I  G  U  R  E   2 - 1  0

Share of costs per type of activity

Source: Accenture and Ponemon Institute, “2017 Cost of Cyber Crime Study: Insights 
on the Security Investments That Make a Difference”

054-80673_ch01_3P.indd   35 6/29/19   12:40 AM

12



0

10

20

30

40

50%

Information
loss

Revenue
loss

Equipment
damages

Other
costs

2015
2017

Business
disruption

2016

F I G U R E   2 - 1 1

Share of costs per consequence of attack

Source: Accenture and Ponemon Institute, “2017 Cost of Cyber Crime Study: Insights 
on the Security Investments That Make a Difference”
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Most board directors aren’t highly concerned about or ready 
for cyberthreats
Percentage that indicated a “great” or “very great” level of 
concern/readiness

Number of participants: 340
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Q: What are the three biggest challenges to this 
      company achieving its strategic objectives? (select three)

Attracting and retaining
top talent

Regulatory environment

Competitive threats: global

Competitive threats: domestic

Innovation
Low or changing

consumer demand
Technology trends

Risk management

Levels of debt

Cybersecurity

Compensation

Supply chain risk
Rising cost of materials

and commodities
Activist shareholders

Other

21

30

7

8

32

41%

38

30

6

21

5

10

12

14

7

F I G U R E   3 - 2

Few board directors view cybersecurity as a 
strategic threat

Number polled: 2,938
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F I G U R E   3 - 3

Most board cybersecurity processes fall short, according 
to directors
Percentage that rated each process as “above average” or “excellent”

Q: How would you rate this board’s effectiveness 
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F I G U R E   3 - 4

Cybersecurity is the biggest challenge for board directors

Q: Which of the following do you find challenging in your
      role as a director on this board? (select all that apply)
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